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SECRET 

PAGE 01 STATE 004546 
ORIGIN NODS-OO 

INFO OCT-01 ISO-OO /001 R 


Message Text 


DRAFTED BY AF:KHSMITH/MPH 
APPROVED BY AF:TWSEELYE 
S/S:MR. GAMBLE 
S: HCOLLUMS 

081834Z 114870/41 

O 081819Z JAN77ZFF4 
FM SECSTATE WASHDC 

TO AMEMBASSY DAR ES SALAAM NIACT IMMEDIATE 


SECRET STATE 004546 


NODIS 

FOR EDMONDSON 


E.O. 11652: 


TAGS: PFOR, RH, TZ 

SUBJECT: COMPROMISED MESSAGE 

REF: DAR ES SALAAM 0076 

YOU SHOULD BE AWARE THAT REFTEL WAS COMPROMISED DURING 
TRANSMISSION FROM DAR ES SALAAM. 


KISSINGER 


SECRET 


NNN 

SECRET 

PAGE 01 STATE 004546 
ORIGIN NODS-OO 

INFO OCT-01 ISO-OO /001 R 

66011 

DRAFTED BY: S/S-0:SGOLDSMITH 
APPROVED BY: S/S-0:SGOLDSMITH 
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090402Z 115530/60 

O 082245Z JAN 77 ZFF4 
FM SECSTATE WASHDC 

TO AMEMBASSY NAIROBI NIACT IMMEDIATE 

SECRET STATE 004546 

NODIS 

FOLLOWING REPEAT STATE 004546 ACTION DAR ES SALAAM DTD 08 JAN 
QTE 

SECRET STATE 004546 

NODIS 

FOR EDMONDSON 

E.O. 11652: 

TAGS: PFOR, RH, TZ 

SUBJECT: COMPROMISED MESSAGE 

REF: DAR ES SALAAM 0076 

YOU SHOULD BE AWARE THAT REFTEL WAS COMPROMISED DURING 
TRANSMISSION FROM DAR ES SALAAM. 

SECRET 

SECRET 

PAGE 02 STATE 004546 

KISSINGER UNQTE 
KISSINGER 

SECRET 


NNN 
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Message Attributes 


Automatic Decaptioning: X 
Capture Date: 01 -Jan-1 994 12:00:00 am 
Channel Indicators: n/a 
Current Classification: UNCLASSIFIED 

Concepts: DEPARTMENTAL TELEGRAMS, INFORMATION CONTROL, CAT-B 

Control Number: n/a 
Copy: SINGLE 

Sent Date: 08-Jan-1977 12:00:00 am 
Decaption Date: 01 -Jan-1 960 12:00:00 am 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 22 May 2009 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1977STATE004546 
Document Source: CORE 
Document Unique ID: 00 
Drafter: KHSMITH/MPH 

Enclosure: DG ALTERED PER MR. ORTIZ - SS 
Executive Order: GS 
Errors: N/A 
Expiration: 

Film Number: P840081-1623 
Format: TEL 
From: STATE AF 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1977/newtext/t1 97701 68/aaaachtj. tel 

Line Count: 101 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 

Message ID: e702b7db-c288-dd11-92da-001cc4696bcc 

Office: ORIGIN NODS 

Original Classification: SECRET 

Original Handling Restrictions: n/a 

Original Previous Classification: n/a 

Original Previous Handling Restrictions: NODIS 

Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: SECRET 
Previous Handling Restrictions: NODIS 
Reference: 77 DAR ES SALAAM 76 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 07-Feb-2005 12:00:00 am 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 3637093 
Secure: OPEN 
Status: NATIVE 

Subject: COMPROMISED MESSAGE 
TAGS: PFOR, PDEV, PINR, RH, TZ 
To: DAR ES SALAAM 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/e702b7db-c288-dd11-92da-001cc4696bcc 
Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
22 May 2009 
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